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Actuator Fault Detection in Nonlinear Uncertain Systems Using
Neural On-line Approximation Models

Rastko R. Selmic, Marios M. Polycarpou, and Thomas Parisini

Abstract—This paper describes actuator fault identification
in unknown, input-affine, nonlinear systems using neural
networks. Neural net tuning algorithms have been derived and
identifier have been developed using the Lyapunov approach.
The paper defines and analyses the fault dynamics i.e., the
dynamical properties of a failure process. A rigorous
detectability condition is given for actuator faults in nonlinear
systems relating the actuator desired input signal and neural
net-based observer sensitivity. Sufficient conditions are given in
terms of the input signal and related actuator fault such that a
fault can be detected. Simulation results are presented to
illustrate the detectability criteria and fault detection in
nonlinear systems.

I. INTRODUCTION

ARLY detection of faults in complex electromechanical
systems with many actuators is not only essential for
prevention of cascading catastrophic failures, but also for
enhanced system performance and availability. Advanced
failure detection systems improve the overall system
performance and environmental safety. A traditional
technique for fault detection is to build a library of possible
faults, based on experience, manufacturing data, and
maintenance experience. In the case of an aircraft, for
example, there are software packages for such fault
detection [3]. The main research effort has been
concentrated in combining rule-based fault detection
methods with other intelligent techniques such as neural
networks (NNs) and fuzzy logic [1], [4], [17], [18].
Model-based fault detection methods compare estimated
models to a nominal system model [16]. The error between
the two models is a measure of the deviation between
estimated and nominal models. The main deficiency in these
approaches is the requirement of an accurate system model
that is not available in most of practical applications. NNs
and fuzzy logic are artificial intelligence tools that can
overcome these restrictive requirements. The main
advantage of NN is their nonlinear approximation property
[5], [6] that provides the ability to learn anomalies and
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failures from actual monitoring data. If detected, NNs may
classify them without knowing detailed system models [16],
[17], [18], [19]. Statistical analysis based on the Lyapunov
function for fault tolerant control systems is described in [9],
[13]. Fault tolerant control system design is presented in
[11].

Recent work in adaptive control enabled an interesting
application in actuator failure detection [20], in which Tao et
al. developed a catalogue of adaptive controllers and
compensators for systems with unknown actuator failures
and with unknown system parameters. They provided
actuator failure compensators for linear and nonlinear
systems based on adaptive control techniques. In [21], [22],
Zhang et al. developed combined detection, isolation, and
compensation techniques of faults in nonlinear systems. It is
assumed that the nonlinear system is known to some degree
and that faults belong to a known class of faults.
Groundwork on multiple models/controllers in adaptive
control was provided by Narendra’s work [15] and this tool
can effectively be used in actuator failure detection and
compensation [12].

This paper addresses the problem of actuator fault
detection in unknown, input-affine nonlinear systems. While
papers [21], [22] address fault detection, isolation, and
compensation in nonlinear systems, they deal with partially
known nonlinear systems. We use neural network to identify
the unknown, nonlinear system dynamics while the actuator
is healthy and later to detect actuator faults. Rigorous
detectability conditions are given relating the input control
signal, neural net identifier parameters, and detectability of
the faults. Results in [20] describe robust adaptive
compensators for actuators faults and do not deal with
detectability and isolation of faults. Polycarpou and Trunov
[17] developed fault detectability conditions for nonlinear
systems with adaptive learning methods. Here we extend the
results presented in [17] by considering the actuator fault
detection problem, by referring to a different class of
nonlinear systems, and by use of neural networks for
systems identification. Indeed, the following fundamental
questions in actuator fault detection are addressed: What
kind of actuator faults can be detected? Under what
conditions faults are detectable when identified using neural
networks-based methodology? If faults are not presently
detectable, how neural net identifier parameters need to be
adjusted in order to detect the faults?
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II. PROBLEM FORMULATION

In this section we formulate the problem of actuator fault
detection, fault observability, and fault dynamics where the
fault is considered as a time-varying and evolving process in
actuators with nonlinear systems.

Let R denote real numbers, R" denote the real n vector,
and R™" denote the real m x n matrices. Consider a single-
input single-output nonlinear, input-affine system given by

x = f(x)+g(u+d() 0
Y =h(x)
where x=[x,,x,,-,x,]7 is a system state and f, g

R" > R", h: R" - N are unknown, smooth functions, u
is the input control signal, y is the output, and d represents a
system disturbance. It is assumed that the disturbance is
bounded such that

la@)| <D, . )
It is also assumed that the full state measurement of the
system (1) is available.

The actuator of the nonlinear system (1) generates the
control signal u based on desired actuator signal v. We
consider here the Tao’s actuator fault model [20] given by

u(®) =v(t) +y @ -v(0) , 3
where the fault value of the actuator input is # . The case
when =0 models the actuator without a fault; y =1

models the actuator with a fault. In case of an actuator fault,
from equation (3) one has that u(¢) = . In the analysis, we
will consider the actuator fault value as a time-varying
function. Then, the actuator model is given by
u(t) =v(1) + y () - v()) . “
Combined, the nonlinear system and the actuator fault model
is
= f(@)+ g+ y@n —vep]+d@ . ()
The combined model (5) is equivalent to nonlinear systems
fault model in [22]
x=f(x)+pt-T)g (x,v) +d() , (6
where f(¢t—T) represents the time profile of a fault
occurrence and g is a fault function. Model (5) emphasizes
actuator faults while the general model (6) considers faults
of a whole nonlinear system.

It is assumed that the actuator is healthy at the beginning
of operation. This is a reasonable assumption since the only
way to have successful learning/identification phase is to
assume that the system is healthy initially.

III. BACKGROUND

Consider a NN consisting of two layers of tunable
weights. The output of such NN is given by

y=Wul'x+v), (7
xeR", y e R". Many well-known results indicate that any

sufficiently smooth function can be approximated arbitrary

closely on a compact set using a two-layer NN with
appropriate weights [2], [S]. The size of the NN determines
performance and convergence of the tracking error. A
common approach is NN selection is to start with the smaller
network, and gradually increase it until satisfactory
performance is achieved. The first layer weights V' are
selected off-line randomly and will not be tuned. Such NN is
then linearly parameterized. @The NN  universal
approximation property says that any continuous function
can be approximated arbitrarily well using a linear
combination of sigmoidal functions, namely

f)=W'o(x)+e) , ®
where the &(x) is the NN approximation error. The

reconstruction error is bounded on a compact set S by
le@) < e, 171

IV. ACTUATOR FAULT DETECTION, FAULT DYNAMICS AND
DETECTABILITY
A neural net (NN) learning is considered as an
identification method for the nonlinear system (1). A NN
system observer is given by [19]
=AMk A+ W o, (x)+ W o, ()W) ©)

where the matrix 4 is Hurwitz and two NNs are used to
approximate nonlinear functions f{x) and g(x)

f(x)=W/o,(x)+¢,(x) (10)

g = W0, (x)+2,(x) . (11
and W,, W, are some ideal target NN weights, and ¢ (x),
&,(x) are NN approximation errors.

Assumption 1. NN Weights Bounds
Ideal neural net weights are bounded such that "Wf‘”p W

|

In this paper we consider unknown nonlinear systems but
we do require some a priori knowledge about the system i.e.,
ideal NN weight bounds. The structure of the NN actuator
fault observer is then given in Figure 1.

The quality measure of the actuator operation is given by
the state observer error between the system states and the
NN observer as

w

g

L SW,, with W, and W, known bounds.

(12)

Figure 1. NN system observer — fault identifier.
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For a healthy system, a nonlinear system and observer
dynamics are given by
é= () +gX+d(t)+ Ai—Ax—W /o, (x)-W o, (@) (13)
é=—de+W o, (x)+¢&,(x)+W o () +e, (xv+d(), (14)
where W/ :W/ _W/ ’ Wg :Wg _Wg'
We assume that the system has already been stabilized,
meaning that control signals are already bounded. In this
paper we do not consider the controller of the system (1); we
concentrate on actuator fault detection, fault detectability
conditions, and detectability time. The following theorem
provides NN tuning laws and a bound on the state observer
error using e-modification type of adaptation [8], [14].

Theorem 1. Stable NN Observer Tuning Law

Given the nonlinear system (1), and the NN observer (9), let
the estimated NN weights be provided by the NN tuning
algorithm

W, =C 0, (x)e" —kC, e, (15)
W, =C,o,(xw(t)e —kC,|d, (16)

with any constant matrices C, = Cfr >0, C, = CgT >0,

and a small design parameter k. Then the state observer error

w., W

., W, are

e and the NN weight estimation errors

uniformly ultimately bounded. The convergence region for
the state observer error e can be reduced by increasing the
gain 4.

Proof: Select the Lyapunov function as

1 ) B KT 1 [~ o
L= Eere +E”[W/TC1' ]W,.]+ Etr[WgTCg ]Wg] . (17N
Then its derivative is given by
L :eTé+tr[V?/TC_/.71V?/:|+tr[VI~/gTCg71W~/g:| (18)
L= —eTAe+eTVI~//TO'/ (x)+e"e, (x)+eTVI~/;0'g (X)) +e"e (x)v+e’d(t)
+ tr[VIN/,TC/ "VIL/, } + tr[VIN/gT c,’ VIZ }
L=—e"Ae+ tr[VIN/fT «,” Vf/f +o,(x)e’ } + tr[W; «,” VIN/h +o, (x)v(t)e’ )}
+e' g, (x)+e's (x)v+e'd(r)
Applying tuning law equations yields
L=—e"de+ tr[kVIN/,T HeHVf/, ]+ tr[kVIN/gTHeHVf/g ]+ e'e (x)+e’e (x)v+e’d(r)
L=—¢"de+ kHthr[Iﬁ’W ]+ kHe‘‘tr[I/IN/gTVf/g ]+ e'g (x)+e’g (x)v+e'd(t)
i == de+ Ke|or 77 v, - )]+ kel 7 0w, - 7))
+e'g (x)+e' e, (x)v+e'd(t)

Since the matrix 4 is Hurwitz, it follows

w

g

4
g

L < _ﬂ’min

o+ Hell o7, =7+ Kl

W,y |

)
+e'e ()+e's, (x)v+e'd(r)

where A is a minimum eigenvalue of 4. Assuming that the

‘min

disturbance is bounded (2) and that the system has already

been stabilized meaning that the control signal is bounded,
||v(t)|| <V,,yields to

e+ e Jov,, |7, p+ kel

g

L<-2

‘min

o =7

+lellen + &7, + D, ]

L <Nl 2o el 707 = |7, + 7|0, =7+ €10 + 27, + D,
L < Nellt Aol 707, =7, + {7 |0 |7+ €10 + 207, + D,
: 1 B - ~ 1 ’
L<|d-r,. e||_k(||w, ||_5W,Mj s —kUWg _EWW)

1
+ZW;w + &y + 8,V + Dy}

Therefore, L is negative semi-definite providing that

-1

‘min

1 1
e||+ZW,§4 +ZW;M + &y €V, +D, <0
or
2
ol I B
—k HW_,,”—EW,M o Wit g Wi+ £+ 8,7, + D, <0
or

o

Equivalently, the L is negative semi-definite as long as
1

| 1
w, gM] +ZW,§4+ZW2

oM

1
_EW + & +€gMVB

+D, <0 -

1
ZW,; +ZW;M +&, +6,V,+D,
e > 7 (19)
or
1o, 1.,
_ ZW’M +ZWgM + &y TELV,+D, 1
71> ; 2w 0
or
1o 1o,
~ ZW/M+ZWgM+gW+ggMVB+DE
7.1~ p +3 W, 1)

Thus, the bounds on the tracking error and NN weights error
are given by
1 1

ZWfil +ZW;\4 T & +ggMVB +D,
e, = 2 (22)
1o, 1.,
_ Z e +ZWgM +éEyt ggMVB +D,
W, = p +EW’M (23)
| T
~ ZW/M+ZWgM + &y +ggMVB+DB 1
Wes = p +EW’°’M (24)
d

The equations (22), (23), and (24) provide the explicit
bounds on the observer state error and NN weights
approximation errors. Note that (22) represents the bound on
the observer state error under healthy system assumption. It
is also a conservative bound since it includes the NN
weights bounds.
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Even though increase in the matrix gain 4 can reduce the
convergence region for the state observer error, it is not
recommended to have the gain too large since that will
amplify noise and disturbance effects.

The NN tuning algorithms for nonlinear system identifier
(15), (16) are similar to Lewis’ NN robotic control tuning
algorithms [8], [9].

Proposition 1. Modified NN Weights Tuning Law

We have already discussed the assumption that the NN will
be tuned during an initial (healthy) phase of the system
operation. Once the state observer error has reached steady
state value, the NN weights estimation errors will be limited
by the following algorithm modification

W, { C,o (e’ +kS||e|| W W'_/B (25)
0, for W > W

W { o, (x)v(t)e" +kT||e||W , for W SWgB (26)
¢ 0, for Wg > ng

Assumption 2.
An actuator fault in nonlinear system (1) has occurred after

the learning phase has been completed.

The Assumption 2 is a natural requirement that the system
must be healthy during the learning phase in order to be able
to detect the potential fault. Any differences, anomalies,
and/or failures in a system dynamics can be detected later
during the operation phase.

If the system fails suddenly, the state observer error is
given by

e =x—Xx 27
e, = f(x)+g(x)u(t) + g(x)v(t) — g(x)v(t) +d (1) 2%)
+ Ax— WleO'f (x)— Wgrlag (xX)v(@) .

Modified closed-loop error dynamics due to actuator fault is
given by
—Ae, +W o, () +¢g, (x)+

+d(1) + g(x)(u (1) = v())
where the state x will have a different value compared with
the healthy system. The complete system dynamics
(nonlinear system and NN observer) is given by the
following system of coupled differential equations

10 ()v()

O'g (D) + ¢, (xv(2)

e, =—Ae, +W o, (X)) +e,(x)+W

(29)
+&, (W) +d(t) + g(xX)u(t) — (1))
Wﬂ :{ o, (X)e +kC ||e || s ) Je W W/B (30)
‘ 0 forW >W
5 :{ o, EM(De] +kC,Je, [l s for W, <W, a1
¢ 0, for Wg > Wg

and x denotes the state x when there is a fault in the
actuator.

After the initial time period when the system has been
failure-free, it is important to study under what conditions

we will be able to detect the failure or anomaly in the
system, how much time it will take to possibly detect the
fault, what are the conditions on the applied input signal for
fault to be detectable, etc.

Note that the bound on the failure-free state observer error
is given by

ldl<e, . 32)

where ep is given by (22).

It is important to consider the difference in behavior of the
state observer error when the actuator is healthy and when
there is an actuator fault. This difference in state observer
error behavior has its own dynamics and we define this as a
fault dynamics.

Failure itself as a process has its own dynamics. The
crucial point is to examine the error between the failure-free
observer tracking error and observer error when there is an
actuator fault. This failure dynamics is given by
c=-A2 +W o, (x)— /, o,(X)+e,(x)-¢, (x)+W o, (xv()

Wio, W) + &, (em(e) + &, @) — g(X) () = v(©))
(33)
where
e€=e—e . (34)
The system (33) can be represented in the following format
e=hn(e, W W/Tl,x xX,t)—g(xX)u(t)—v(t)) (35)
where the function /() is given by
ICR/4 /l,xxt):—Ae+W o, (x)-
-& ()_c)+ Wg o, (1) -
Consider the system (33) and assume that an actuator fault
occurs at t=t;. The solution of the system (33) is given by

W%, %0) - g (@) - )iz

Wio, (X)+é&,(x)

gIO'g (D) + g, (xp(@) + &, (X ()

E(t):E(to)+j[h(E,W W],
10

Since the fault occurred at ~=t), then ¢(¢,) =0. It follows

that

C0) = [IW@ 7! 71 W7 %, %,7) - g(B)@ - )i

0

(36)

S

e() = ]h(e WT w! W WT x,?c,r)dz’—]g(f)(b_t—v)dr

Taking the norm of the fault error signal yields

e = jg(x)(u —vydz| | [h@ W] W] W] W), x,%,0)de
10
Condition for the fault detectability is given by
[e@) (D) vz~ | [h@. W] W] W] x5 1)de| = 2e,
1o 0

or equivalently

(e @) - v

>2e, + s s

[h@. W] W W W)X % r)de
10

(37
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The next theorem summarizes these results and provides
rigorous conditions for actuator fault detectability.

Theorem 2. Detectability of Actuator Faults
Given Assumptions 1-2 and a NN observer from Theorem 1,
a fault in the system actuator can be detected after time
interval T if the following condition is satisfied

to+T

g(¥)(i(z) — ()| > 2e, + T C, (38)
]

where C =e, A+ (2VI7_,B +2W,, +2¢, XVB +1).

‘max

The above condition provides rigorous justification for an
intuitive concept of fault detectability which says that for the
fault to be detected there should be “enough” difference
between the desired input signal and failed actuator values.
The result also relates the time before fault has been
detected and the NN estimator parameters.

Proof:
Using some norms inequalities one has

2e, +|[n@ W] W W W], x,%,0)d1| <

(39)
2, + [|n@. W

g’

X, X, z’)”d T

2e, + jh(E,W/T,VIN/,TI,W;,VZT“X,)?,T)Q’T <

‘o

+

Jivco] + D)<

ol 4o o] 1)

2ey+ [l + 7 7.+ 77

el +les

<2, + (=, ell 4], +Q\n7/ [+, |7+ ).

<2e, +(t-1, \e, . + (2, + 27, +26, |V, +1)] (40)
Therefore, the sufficient condition for the fault to be
detected at time ¢ is given by

/;!.g(f)(ﬁ(f)*v(r))dr > o

2e, +(t—t0 )[eﬂﬂmax + (2147,3 + ZVT/gb, +2¢,, XVB + 1)]

0

Expression (41) is a mathematical condition which tells us
when and how the fault in the nonlinear system can be
detected. The result in Theorem 2 says that u(¢) and the

control signal v(¢) need to be sufficiently different over

time period of interest for a fault to be detected in the system
dynamics (5). For instance, if a robot actuator fails and gets
stuck in one position, the user would be able to detect the
problem only if the control signal sufficiently differs from
the failed value. If the failed actuator is stuck and control
signal is accidentally at, or close to, that failed position, then
the fault does not really have any effect on system states as
Theorem 2 shows, and therefore, can not be detected.

V. SIMULATION EXAMPLE

The simulation was performed to evaluate performance of
the proposed NN fault identifier and also to verify results

from Theorem 2. We consider a nonlinear system with
unknown functions f{x) and g(x). The numerical simulation
program was written in visual C++ and Matlab. The
integration method is the fourth order Runge-Kutta
algorithm with an integration time step interval of 0.001.

We consider the second order nonlinear system given by

X, =X,
X, ==5x) = 2x, + (x, + Du(?) , (42)
y=x
where the fault model is given by
u(t) =v(t) + y () —v()) . (43)

The NN observer given by Theorem 1 consists of two NNs.

In this paper, both NNs have 2, 30, and 2 neurons at the
input, hidden, and output layers, respectively. Standard
sigmoid activation function is used. For both NN, the first-
layer weights are uniformly randomly distributed between -1
and 1 [7]. The threshold weights for the first layer are
uniformly randomly distributed between -20 and 20. The
second layer weights W are initialized to zero for both neural
networks. Neural network tuning parameters are chosen as
k=0.0001, C=20, C,=20.

The state observer matrix is 4=diag{30,30}. An ideal
control signal v(?) is given by

v(t) =10sin(¢) . (44)

The system is first assumed healthy. Figure 2 and Figure 3
show observer state errors e, (), e,(f), and norm of the

error signal.

State observer errors ew(l), ez(t)

. .
0 5 10 15
time (sec)

Figure 2. System state observer errors e, (¢) (full line) and
e,(t) (dotted line).

Norm of state observer error

. | A

0 5 10 15
time (sec)

Figure 3. Norm of the error e(?).
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NN weights bounds and approximation error bounds are

estimated as

Wy =W, =3, =0.1. Actual

Ep = EgM

simulation or experimental results can also be used to
estimate the above parameters. Then, the error bound is
estimated as e, = 0.2. We now assume that there is a fault

at =5sec where u =18. Simulation results are given in
Figures 4-5.

State observer errors e1(l)‘ eZ(t)

0.5

-1

I .
0 5 10 15
time (sec)

Figure 4. Actuator fault at /=5sec.; system state observer

errors e, (¢) (full line) and e,(¢) (dotted line).

Norm of state observer error
1.5 T T

L)

0 5 10 15
time (sec)

Figure 5. Norm of the error e(?).

It is clear that the actuator fault will be detected after 2

seconds. If there is an actuator fault where =6 for
example, then simulation showed that the fault can not be
detected with the same observer “sensitivity”.
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